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int main()

{
write(1, "Hello, Students!\n", 17);

write() gf= CBi=f O[FA MYH=CHD U CH

write(STDOUT_FILENO, buf, n)

write(S e, "2AE", 242 2429 20]);

#define STDIN_FILENO 0 /* Standard input. */
#define STDOUT_FILENO 1 /* Standard output. =*/
#define STDERR_FILENO 2 /* Standard error output. */
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D200 izl £2H0| U2 F= AS SAYUH JHEZ gdbE HHAIHAS L.

tyback@tyback-1lucidLTS:~/projects/shell$ gdb write
GNU gdb (GDB) 7.1-ubuntu
Copyright (C) 2010 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html)
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"

and "show warranty" for details.

This GDB was configured as "i486-linux-gnu".
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/tyback/projects/shell/write...(no debugging symbols found)...done.

(gdb)

et Fots AR HUFLE 2J=Hets AMdE BYSIEM S35

ofl = AICEH

D272 MOl main 42 AojAHE 2l (disassembling) oh= Y HOf
|,

HAZ SHEDH OFAZAICH Z2IOIM LI2Ee WE1 D[RSt C
2|, .. YoM 7|8t -static SMHS RIS Wt O
L.

======{bbuntu 10.04 Of|A L+ Z2}
(gdb) disassem main

o

Dump of assembler code for function main:
0x08048250 <+0>: push  %ebp
0x08048251 <+1>: mov %esp,%ebp
0x08048253 <+3>: and $OXFIFfIffO,%esp
0x08048256 <+6>: sub $0x10,%esp
0x08048259 <+9>: movl  $0x11,0x8(%esp)
0x08048261 <+17>: movl  $0x80a75a8,0x4(%esp)
0x08048269 <+25>: movl  $0x1,(%esp)
0x08048270 <+32>: call  0x804f880 {write)
0x08048275 <+37)>: leave
0x08048276 <+38>: ret

End of assembler dump.

(gdb)
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(gdb) disassem main

Dump of assembler code for function main:
0x080483e4 <+0>: push  %ebp
0x080483e5 <+1>: mov %esp,%ebp
0x080483e7 <+3>: and $OxTFffffo,%esp
0x080483ea <+6>: sub $0x10,%esp
0x080483ed <+9>: movl  $0x11,0x8(%esp)
0x080483f5 <+17>: movl  $0x80484d0,0x4(%esp)
0x080483fd <+25>: movl  $0x1,(%esp)
0x08048404 <+32>: call 0x804830c <{write@plt)
0x08048409 <+37): leave
0x0804840a <+38>: ret

End of assembler dump.

(gdb)

(gdb) disassem main

Dump of assembler code for function main:

0x80481e0 <main): push  %ebp
0x80481e1 <main+1>: mov %esp, %ebp
0x80481e3 <main+3): sub $0x8,%esp
0x80481e6 <maint+6): sub $0x4,%esp
0x80481e9 <main+9): push  $0x11

0x80481eb <main+11): push  $0x808ce68
0x80481f0 <maint+16): push  $0x1

0x80481f2 <main+18>: call  Ox804ccfO® <write)
0x80481f7 <main+23>: add $0x10,%esp
0x80481fa <main+26):  leave

0x80481fb <main+27>: ret

End of assembler dump.

(gdb)

ojeh &~ A2y 7t Yo
| =<write@lt)
247t mo|stA .t
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=... 0{d=2l0] AHE BI240| YOM(ZOI2H2 HESF QI0AM; ;) F& ZUA stLE 223

CHEH 22t 0|d & LOorFetBM 428 HOFUHR. maintd £E main+18 7HA| YLICE,

0x80481e9 <main+9): push  $0x11

0x80481eb <main+11): push  $0x808ce68
0x80481f0 <main+16): push  $0x1

0x80481f2 <main+18>: call  Ox804ccf® <write)

2k, .. 2 push(YCH, LofEct.) $ox11 = ox11 2 YO{Eojat. ofC|of?? FFEUZt... B22[?? A&
277

AL3HM ... 0x808ce68 = LO{ED ox1 & EZ0| UOjED ORI U2 0x804ccfo S 211!
Aof| ZIAGHA write 2t UL o ro ...
2 =oiA A grs2 8 ofojsts 27err

RAE Oxxx 2t AH HRE O M= ES 1624+E 20[StH7t. .

0x11 = 17
0x808ce68 = 134694856 L H -A-;;;
0x01 =1

At~ At~ Ol 22 52X29| 7|4S HEN= 22| YLICt.
o

o
write § 0|83 Z=2TYS WS

Ol HO1& WE&... 7|95tAlgL 22U
A o] AFE A ZFE O 20t Atz biEo| E50M5E LIEFE L CHEE,
OIZF2 1,"Hello,Students!\n",17 & R0l YO{RAUZE??
Jdefiy thEs 2 A 2ot StAsE 25... Helf tiSstH Qe L oHe SEUcH O WE YL

220 U7 x/s 0x808ce68 2t YIBHA LHES &QIst=d O | x/s = J st SHUN}
2777

(gdb) help x/s

Examine memory: x/FMT ADDRESS.

ADDRESS is an expression for the memory address to examine.

FMT is a repeat count followed by a format letter and a size letter.

Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal),
t(binary), f(float), a(address), i(instruction), c(char) and s(string).

Size letters are b(byte), h(halfword), w(word), g(giant, 8 bytes).

PROJECT4//forsythialLAB.,2010.



The specified number of objects of the specified size are printed

according to the format.

Defaults for format and size letters are those previously used.
Default count is 1. Default address is following last thing printed
with this command or "print".

(gdb)

gdb QHOIAM help AR YHStUZ ST FJ0fof Chist =52 U 2.
OfC|EA}. .. 227} OI22] AL @ x/FNT T4 2t=d .
gelstatd o222 FAE5 RAsts EO7t EASUICH

x/s Fof Y¥Hsts U2 o2 FaL AR 40| &= A71?

HAIL Oi~5 H2=2 0 =

x/s 7t WA= 2D O SO YHst= 40l K22 FA WA= ARk Olzte A A=
E |

mongii & AZete Y2l REEN LHeEs WES RZ U2 LT 20l

Iy
ie
FJ
o

0x08048259 <+9): movl  $0x11,0x8(%esp)
0x08048261 <+17>: movl  $0x80a75a8,0x4(%esp)
0x08048269 <{+25>: movl  $0x1,(%esp)
0x08048270 <+32>: call 0Ox804f880 <write)

(gdb) x/s 0x80a75a8

0x80a75a8: "Hello,students!\n"

(gdb)

Ol MAMOfl111 0x80a75a8 BAI0| A2 AECGEIL ADNQAH 111
otof. .. Z&&UCH ... 7Y~

17 2 Uo{¥ D (push) HA|I7|E Lo{ED 12 LY OIASCZ yrite E 21!
AN

J21n w2 AR d
oI 2T HS ANS Hof2 Yojgrhs YL

J2fU7 22RO HS T 123 024D HojE MA olR2lo] B T 21 £O2 B2k
2y,
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(gdb) disassem write

Dump of assembler code for function write:

Ox0804f880 <+0>: cmpl  $0x0,%gs:0xc

Ox0804888 <+8>: jne 0x804f8ab <write+43>
0x0804f88a <+0>: push  %ebx

0x0804f88b <+1>: mov 0x10(%esp) , %edx

0x0804f88f <+5>: mov  Oxc(%esp),%ecx

0x08041893 <+9>: mov 0x8(%esp) , %ebx

0x0804f897 <+13>: mov $0x4,%eax

0x0804f89c <+18>: int $0x80

0x0804189%e <+20>: pop %ebx

0x0804189f <+21>: cmp $OxFfFffO01,%eax

0x0804f8a4 <{+26): jae 0x80518e0 < __syscall error)
0x0804f8aa <+32>: ret

0x0804f8ab <+43>: call 0x80506e0 < _libc_enable asynccancel)
0x0804f8b0 <+48)>: push  %eax

0x0804f8b1 <+49>: push  %ebx

0x0804f8b2 <+50>: mov 0x14(%esp) , %edx

0x0804f8b6 <+54>: mov  0x10(%esp),%ecx

0x0804f8ba <+58>: mov Oxc(%esp) , %ebx

0x0804f8be <+62>: mov $0x4,%eax

0x0804f8c3 <+67>: int  $0x80

Ox0804f8c5 <+69>: pop %ebx

0x0804f8c6 <+70>: xchg %eax, (%esp)

0Ox080418c9 <+73>: call 0x8050660 < libc_disable asynccancel)
0x0804f8ce <+78>: pop %eax

0x0804f8cf <+79>: cmp $OxTFfffO01,%eax

0x080418d4 <+84>: jae 0x80518e0 <_ syscall error)

0x0804f8da <+90>: ret
End of assembler dump.
(gdb)

——0|H BDE. . -static" SMES WS [ ZYS—
(gdb) disassem write

Dump of assembler code for function write@plt:

0x0804830c <+0>: jmp *0x804a004
0x08048312 <+6: push  $0x8
0x08048317 <+11>: jmp 0x80482ec

End of assembler dump.
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(gdb)
/12227 Y2t M4

U=70F?2?

07IM =0AH E2t=

StLE ZE2FUR. ..
OFz| 217t

0x0804f88b <+1)>:

0x10(%esp) ,%edx

Ox0804f88f <+5>: mov Oxc(%esp) ,%ecx
0x0804f893 <+9>: mov 0x8(%esp) , %ebx
Ox0804f897 <+13>: mov $0x4,%eax
0x0804f89c <+18>: int $0x80
‘mov' 22 OjME2| HHOE OPcodectl 5t=0|, HSEE 2E7F YU
int E interrupt 2| AZQIC| A|AHIN £ MSE EUes IS stctn gL,
0x80 QAU HEE= HIOAM ALZBASOA HI3sHze &4+E =&stete 90j2t=0 B2
Ol QIR HOotM TSI,
(FAM: 0] JA| HES 235 SHEHE LART &A= LE0M 71 BIA L= s
L)
Ox4 U7k, .. aBiR?? 41727 247 A& S HOIE2(F5) 48A F=S 2200
I8 Eoiy 5= 1 A2" 22 H0|E0] OLUCtE HZE -A-22?
... 22i= 2=2L7... WR= HIXSIUM S22 siE7t2?

tyback@tyback-1ucidLTS
tyback@tyback-lucidLTS:

-rw-r—-—r—— 1 root root
-rw-r—-—-r—— 1 root root
-rw-r—-r—— 1 root root
-rw-r—-—r—— 1 root root

tyback@tyback-lucidLTS:
tyback@tyback-lucidLTS:
tyback@tyback-lucidLTS:
# ifdef __i386__

# include "unistd_32.h
# else

# include "unistd_64.h

:~$ cd /usr/include/asm

/usr/include/asm$ 1s -1 ux*

339 2010-07-06 00:34 ucontext.h
82 2010-07-06 00:34 unistd.h
9846 2010-07-06 00:34 unistd_32.h
22035 2010-07-06 00:34 unistd_64.h
/usr/include/asm$ cat unistd.h | grep write

/usr/include/asm$ -A- 2?7 QL2722

/usr/include/asm$ cat unistd.h

" -> RBIEYZ O|AHAZ. ...
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# endif
tyback@tyback-lucidLTS:/usr/include/asm$ cat unistd_32.h | grep writ

#define __NR_write 4 -> A/UACH N
#define _ NR_writev 146
#define _ NR_pwrite64 181
#define __NR_pwritev 334

tyback@tyback-1ucidLTS: /usr/include/asm$

Mol
iba
X
g'y
T
ol
=
H
r
b
o
-
to
i
fo
~
[
V2]
=
S~
=
]
(@)
a
[
o
D
S~
Q
[%2]
=
S~
<
3
-
V2]
4]
lo_
w
N
0
=2
30
o>
r
o

CHAl CIH A2 =0FetA

0x0804f88b <+1>: mov 0x10(%esp) , %edx
0x0804f88f <+5>: mov Oxc(%esp) ,%ecx
0x0804f893 <+9>: mov 0x8(%esp) , %ebx
0Ox0804f897 <+13>: mov $0x4,%eax
0x0804f89c <+18>: int $0x80

mv = a = b2 EAStE A4S Yotel €EZ2 A2 EUCE
J247t. .. +1 o= ox10 Ol2tes #4hE
0x8, Ox4 & ZtF|CHZ = AMRHLCE

Oi7|M £ 872 BIE|Of5Hs HE 2|R|AE O|2QL|Ct edx, ecx, ebx, eax 2 HaO =2 2R AE{Of
2t siEsts US0l A¥E = AS U £ AFUC. 2|2 0] S0l write F42| AXZ 2 EF
LI Ct.

Q22 AHEE UE HO| MUE %esp & Stack Pointer, %ebp £ Base Pointer 2t=C| 7{7]0f| Cist
22 dWT SHUE

Fo-A-o G OfEA AHOOF El=E Ae EudR.

2| 27HA| B 7|2 A2|shA write ZT2IA0| S5t N (AHD 2 'write()' &4 0|2ES
o
=

24
£20| HSOM dZedR;;;) =, g2 ARHEI} 285 HY

(1) AEH0f| 170] HA A,

(2) AEHO| 22} "Hello, Students!\n" 2o A|ZtZA 22
(3) AEH0] 1 HF

(4) write &4 S 2

PROJECT4//forsythialLAB.,2010.



ecxOf| A

P
(=}

edx0f| %2
ebxOl| A

o

=

o

=

(5) 17
(7)1

eaxOl| A&

o
=

HS 49 (write)

_z_.=._
__o._

=3
=2

i Blxet Y22 exit(0)

LG -A-...

0

A

=)

o
T

(o2}
HA

—

—

.I

7
—

o
[

e U
[=]

2

=]
=

I.

07}

=

HA 2

o

O] Ath=

=
=

F

Moz e
BA

2z

A
=

En
& SHARIA MYEHE 1 228 D7

=
M

=

7b oLt HFEOA UM 2{JO[Lt 7t

A A LE O

—

O] EEUCH Of HYSS OlA ojd=2|0l2 LY &

.string "Hello, Students!\n"

movl $.LCO, %ecx
movl $0x11, %edx
int $0x80

movl $0x01, %ebx
ret

movl $0x04, %eax

Al
He 2 Al LB O QUL

ZHofl M

G

A QUO{E AHMQYU 5t m2 72K

.LCO:
.globl main

0]
7t
o

O

main:

[N}
o

N

el

<
Hu

Ile)
od

Bl

o)
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NR_exit

tyback@tyback-lucidLTS:~$ cat /usr/include/asm/unistd_32.h | grep exit

#tdefine



#define _ NR_exit_group 252

tyback@tyback-lucidLTS:~$vim exit
movl $0x01, %eax
$0x00, %ebx
$0x80

mov1l
int

u]

- % W8S retd AR W D9}

O Z7tal&ELICt.
.LCO:

.string "Hello, Students!\n"
.globl main
main:
$0x04,
$0x01,
$.LCo,
$0x11,
$0x80
$0x01, %eax
$0x00, %ebx
$0x80

mov1l %eax

mov1 %ebx
movl %ecx
movl %edx
int
mov1l
movl

int

Ofdi=c0E SF5t1

BOE SiA ASHEA|

2z
Al

A, StA| 2k Of
2|7t AS7HA|
JIANE £t &
2|7t skLt stof o
A ZA e

HHY S AICt.

tyback@tyback-1lucidLTS:~/projects/shell$ objdump -d

shell: file format elf32-i386

Disassembly of section .init:

08048298 <_init):
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8048298: 55 push  %ebp

8048299: 89 e5 mov %esp,%ebp

804829b: 53 push  %ebx

804829c: 83 ec 04 sub $0x4,%esp

804829t : e8 00 00 00 00 call 80482a4 {_init+@xc)

(23 E2 AE0| O4=0f St HASHA 4ef)

804849f: e8 8c fe ff ff call 8048330 < do_global dtors aux)
80484a4: 59 pop %ecx

80484a5: 5b pop %ebx

8048436 9 leave

80484a7: c3 ret
tyback@tyback-1ucidLTS:~/projects/shell$

A= iiiiiras

HLRHAL. oAl L.

=3 =202 A2 ZE= J7|AGH0F 128 ol ¢E=0 UHes U2 OIEALL ),
mongii 2| ZE o Y SHOELM E2 UEH =0 S0 2A| ¢ OfAT £ A A
Ct.
080483c6 <main):

80483c6: b8 04 00 00 00 mov $0x4,%eax

80483ch: bb 01 00 00 00 mov $0x1,%ebx

80483d0: b9 b4 83 04 08 mov $0x80483b4, %ecx

80483d5: ba 11 00 00 00 mov $0x11,%edx

80483da: cd 80 int $0x80

80483dc: b8 01 00 00 00 mov $0x1,%eax

80483e1: bb 00 00 00 00 mov $0x0,%ebx

80483e6: cd 80 int $0x80

80483e8: 90 nop

80483e9: 90 nop

80483ea: 90 nop

80483eb: 90 nop

80483ec: 90 nop

80483ed: 90 nop

80483ee: 90 nop

80483ef: 90 nop

HI2 main O[2} H3{%U= B&0[£... 212 HAS Ist7| a4 40| FO0IoF =2 Z0l,
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27t o ¥S2|of= 2T WO B Z0 7[A = BEAIZ O UAZE?
AA=S OlA 'F~5 01E7|% otE 2ot 7|AHO0 ZETF 2090 #Cit 7 S AlLte[=ld|
AME EM2. ..

2 -A-7?

Y2 AREHEE= OCtaE?? T2 W RN SR AZZAE H0o|E A0 AU0A

Old U= ACpZt ST =R Ote|=0 Lo|&. .. AF.

CEAl 8 & 439 7|20] LA E=ZS2. ..

80483d0: b9 b4 83 04 08 mov  $0x80483b4,%ecx

22 O AtMISHA OH7|5tAIH b9 b4 83 04 08 S O|H{E A /xb9/xb4/x83/x04/x68 = HO{M 7|H 0O
o E 5 CHA|Of| 0x80483b4 2H= RAZ|O| B AE

SASHA =B O Z=240] MM
|

of
ZAEEo|L YST 20| 21 AE 7tsd0l s2HAM Z2OA#S 1002 LA
L =

A B4 HThF4T} otLILR.
J2fU7t TROUS UHHS O 0x804g30s 2o RAIO| WR AREE Yo 41 AXIAEF 7o
B T BSORO} L. £ .

d aigsS d2E H0FL mongii YUA LHFTAIZ
ZAE A% FAE AE—.“OH 11”0H5“1f7f 1 tg E—.”Oﬂkl %ecx S| AILEOf A "ot FChirit A

.9lobl main
main:
call func
.string "Hello, Students!\n"
func:
movl $0x04, %eax
movl $0x01, %ebx
popl %ecx
movl $0x11, %edx
int $0x80
movl $0x01, %eax
movl $0x00, %ebx
int $0x80
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A2tz ZetAet 2 g 2olv=. ..

—

call @HO =2 func

=

=2
2|1 call B 20

©

(call FHO| 2sli Of
Ct.)

func & B9
eax O ox04 =
ebx O 0x01 =

=&
of

=
=
eIt 2EL

write
1

SAICH SAIC.

ecx Ol= AEHO] 74 O HOi7|0] A= 242 (popl)

edx O 0x11
2 A5t = o
O| A write(1,2E4 TH
Q2|1 CHA|

eax O 0x01

ebx Off 0x00

S =10 0x80 QUEHHE |

S

=17

0x80 CIHHE

HO2| 24,17) 2t LAH .

1
0
Ol exit(0)

Mzl B Oola7t glHle... &
O™ O|AZ 7[A 2 Y ZF7| 2I5iA objdump € HEEZZE St&.

Jdof Ao 24

QILch 1

F[E??

080483b4 <main):

80483b4: e8 12 00 00 00 call
80483b9: 48 dec
80483ba: 65 gs
80483bb: 6C insb
80483bc: 6C insb
80483bd: 6f outsl
80483be: 2c 20 sub
80483c0: 53 push
80483c1: 74 75 je
80483c3: 64 65 6e outsb
80483c6: 74 73 je
80483c8: 21 Oa

080483ch <func):

80483cb: b8 04 00 00 00 mov
80483d0: bb 01 00 00 00 mov

PROJECT4//forsythialLAB.,2010.

80483ch <{func)

%eax

%ebx

8048438 <__libc_csu_init+0x38)>

%fs:%gs:(%esi), (%dx)

804843b <__libc_csu_init+0x3b)

and %ecx, (%edx)

$0x4 ,%eax
$0x1,%ebx



80483d5: 59 pop %ecx

80483d6: ba 11 00 00 00 mov $0x11,%edx
80483db: cd 80 int $0x80
80483dd: b8 01 00 00 00 mov $0x1,%eax
80483e2: bb 00 00 00 00 mov $0x0,%ebx
80483e7: cd 80 int $0x80
80483e9: 90 nop

80483ea: 90 nop

80483eb: 90 nop

80483ec: 90 nop

80483ed: 90 nop

80483ee: 90 nop

80483ef: 20 nop

Ab, B SHEUC,
2 OOz JAILL "2AFE0| StLtE EO[A| gF=Ct ettt
HY -e-....

O[AHL... HiA. ..

JdefLt 22/9 HIo|=¢Q! O 22 Z#E E¢ o|&
3O £HE LHE2 T2 LHES AZ|2 16750 H{MEZ|02 HIREHM M7 2HZE A
oL & zotEAl2t, .. I 2O[&£;;;
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int main()
{

char *code =

"\xe8\x12\x00\x00\x00Hello, Students!\n\x00"

//.globl main

//main:

//call func

//.string "Hello, Students!\n"

"\xb8\x04\x00\x00\x00\xbb\x01\x00\x00\x00\x59\xba\x11\x00\x00\x00"

//func:

//movl $0x04, %eax
//movl $0x01, %ebx
//popl %ecx

//movl $0x11, %edx
//int $0x80

"\xcd\x80\xb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\xcd\x80" ;
//movl $0x01, %eax

//movl $0x00, %ebx
//int $0x80
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void (*pointer)(void);

pointer = (void *)code;

pointer();
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A HIl0E 23 olg|E YAEA S
=4 o3 =¥ 7|2 A

el AE sigste 7
[u]

5
Ch. 712 &siM 2t

£Q

QA HIY YAS HHHRD.

ctyback@tyback-lucidLTS:~/projects/shell$ cat preshell2.c
int main()
{

char *code =

"\xe8\x12\x00\x00\x00\x48\x65\x6c\x6c\x6T\x2c\x20\x53\x74\x75\x64\x65\x6e\x
74\x73\x21\x0a\x00"

"\xb8\x04\x00\x00\x00\xbb\x01\x00\x00\x00\x59\xba\x11\x00\x00\x00"
"\xcd\x80\xb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\xcd\x80" ;

void (*pointer)(void);

pointer = (void *)code;

pointer();
}
//H& oo~ M 16%I4 RE OWHZ AELICH,
tyback@tyback-lucidLTS:~/projects/shell$ gcc -o finalshell2 preshell2.c
tyback@tyback-1lucidLTS:~/projects/shell$ ./finalshell2
Hello, Students!
tyback@tyback-lucidLTS:~/projects/shell$
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